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St at us
(Basel i ne/
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in Directives Manager’s Reference File. Added
ref erences to applicable docunents.
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Revi si on B 6/ 11/ 2003 | definition for corporate network. Deleted “for
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“Distributed Desktop System (DDS)” to | DS
“Integrated Desktop Services (IDS)”; section
1.6, first line, deleted “departnment manager or
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changed “nane space” to “address space” in
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1.24 to read “.benefit of the | ess-secure
operational situation.”; flowhart 3.4.1.3
changed “Ri sk Managenent Teant to “Ri sk
Assessnment Tean? and throughout the docunent;
changed “Information Services Departnment (1SD)”
to “Office of the Chief Information Oficer
(ClO"” throughout the docunent; changed
“Protective Services Ofice” to “Protective
Services Departnment” throughout the docunent”;
section 3.2.7, changed sentence to read
“..contact to the NASA Conpetency Center for IT
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3.2.16; added “.per the System Devel opnent Life
Cycl e guidance found in NPG 2810.1"; changed
3.2.26 to read “..per DRD STD/ CD- | TSP,
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“or other designated person(s).” to section
3.3.10; section 3.3.18.1, second sentence
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for procedures..”; deleted “through the IT
security teanf from section 3.4.1.7; deleted
“Limted-Privileged” fromtable in section
3.4.3.1; changed section 3.4.4.1 to read
“..ensure that systemlife-cycle security
practices are followed, and that a
security..devel oped and authorized, for each..”
added “approval contingent on” to section
3.4.4.10; changed 3.4.6.2 to read “CSCs wi ||
report to the Ri sk Assessnent Team any
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Assessnment Teamwi ||l maintain and provide
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del eted “and cogni zant seni or organizationa
manager” from section 3.4.10.4; deleted 3.4.11
and renunbered paragraphs accordi ngly; deleted
“NPG 2810.1 and in” from 3.4.13(now 3. 4.12);
deleted “This is also required where technically
feasible for limted privileged accounts” from
3.5.9.3; changed 3.5.9.7 to read
“.admnistrators may not install ..outbound anal og
t el ephone connections, except where specifically
justified..and approved by the NACB.”; added “or
services” to 3.5.9.8;, added “or user-owned” to
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three.infrastructure by the Network Engi neering
Team under the direction of the Ofice of the
ClO"; added “isolated” to fourth paragraph of
3.7.9.1; 3.7.9.1, eleventh paragraph; changed
“Inci dent Response Tean? to “Network Engi neering
Teant; 3.7.9.2, third paragraph, changed to read
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notify.”; added “preserve any incident-related
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fourth paragraph; 3.7.9.4, third paragraph
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PREFACE

P.1 PURPGCSE

This directive is intended for use and reference by all Marshal
Space Flight Center (MSFC) civil service and contractor enpl oyees
who have access to MSFC I nformation Technol ogy (1 T) resources.

It provides direction designed to ensure that safeguards for the
protection of the integrity, availability, and confidentiality of
| T resources, including data, information, applications, and
systens, are integrated into and support the m ssions of NASA

It is specifically designed to assist those with assigned IT
security responsibilities to adequately fulfill those

responsi bilities.

P.2 APPLICABILITY

Thi s docunment applies to all MSFC facilities, enployees, and
contractors (as provided by |law or contract), where appropriate,
in achi eving MSFC m ssions, programs, projects, and institutional
requirenments.

These gui delines apply to any MSFC outsourced |IT resources,

whet her outsourced to another NASA Center, another CGovernnent
Agency, or a commercial facility.

Facilities, resources, and personnel under a contract or grant
from MSFC, whether onsite or at a college, university, or

research establishnent, are included in the applicability of this
docunent to the extent prescribed by the contract or grant.

P.3 AUTHORI TY
MPD 2810.1, “Security of Information Technol ogy”
P.4 APPLI CABLE DOCUMENTS

a. OWMB Grcular No. A-130, Appendix Il1l, “Security of Federal
Aut omat ed | nformati on Resources”

b. NPD 2210.1, “External Rel ease of NASA Software”

c. NASA-STD- 2813, “NASA Firewall Strategy, Architecture,
St andards, and Products”

d. NPD 2810.1, “Security of Information Technol ogy”
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e. Federal Information Processing Standards Publication 112,
“Password Usage”

f. NPG 2810.1, “Security of Information Technol ogy”

g. National Training Standard for Designated Approving

Aut hority, National Tel ecommunications and Information System
Security Instruction (NSTISSI) No. 4012.

h. MPD 2800.1, “Managenent of Information Technol ogy Systens and
Servi ces at MSFC

i. MPD 2810.2, “Cleaning Information from Conputer Equi pnent at
MBFC’

j.  MPG 3410.1, “Training”

k. MPG 2190.1, “MSFC Export Control Prograni

P.5 REFERENCES

Al'l of the requirenments of NPG 2810.1 are included by reference
in this docunent. |In the case of conflicting requirenents, the
provi sions contained in NPG 2810.1 shall take precedence over

t hi s docunent.

P.6 CANCELLATI ON

MPG 2810. 1A dated Cct ober 6, 2000

Oiginal signed by
Axel Roth for

A. G Stephenson
Di rector
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DOCUMENT CONTENT
1. DEFI N TIONS

1.1 Authorization to Process. A witten authorization by the
appropriate |line manager, which may take the formof a Security
Plan cover letter to the MSFC IT Security Manager summari zing the
results of the IT resource risk analysis; any residual risk;

pl anned, budgeted, and schedul ed corrective actions; and a
certification statenment of risk acceptance to process
information, or a cover letter or an approval sheet with the
signatures of the responsible Iine manager and affected data
owners attached to the IT systemsecurity plan. For IT systens
requiring “special managenent attention,” the Authorization to
Process must al so be signed by the MSFC Chief Information Oficer
(CO.

1.2 Corporate network. A network that is not part of the MSFC
address space and is registered to another corporate entity.

1.3 Enterprise Service. A service funded and mai ntai ned by the
MBFC Center Operations (CO Directorate for Centerw de
applications, including institutional network infrastructure
servi ces.

1.4 GCeneral Support Systens. Interconnected sets of information
resources or systens which share common functionality under the
sane direct managenent control including hardware, software,

i nformation, data, applications, communi cations, and personnel.
Exanpl es of CGeneral Support Systens include: the Adm nSTAR
system the Integrated Desktop Services (IDS) System and the
MSFC I nstitutional Area Network (I AN). GCeneral Support Systens
wi |l each have a security plan devel oped by the responsible

or gani zati on.

1.5 |IT Resource. Data and information; conmputers, ancillary
equi prent, software, firmvare, and simlar products; facilities
t hat house such resources; services, including support services;
and rel ated resources used for the acquisition, storage,
mani pul ati on, managenent, novenent, control, display, swtching,
i nterchange, transm ssion, or reception of data. This includes
t el ecommuni cati ons systens, networks systens, and hunman

resour ces.

1.6 |IT Security Program A set of policies, procedures, and
gui dance for ensuring the security of the Center's IT resources.
It enconpasses | T security managenent, planning, inplenentation,
and performance eval uation, and covers all |IT resources,
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i ncluding, but not limted to, computers, networks,
t el ecommuni cati ons systens, applications, data, and information.

1.7 Line Manager. A civil service enployee who exercises
adm ni strative or operational controls, whether directly or

t hrough del egated technical civil service or contractor staff,
for a systemor application in their area of responsibility, who
is accountable for the operation and security of the system or
application, and who authorizes the systemor application to
process information.

1.8 WMajor Application. An application that requires special
attention to security due to the risk and magni tude of the harm
resulting fromthe | oss, m suse, unauthorized access to, or the
nodi fication of the information in the application. Al nmgjor
applications require “special managenent attention” and will each
have a security plan devel oped by the responsi bl e organization.

1.9 MSFC Address Space. The range of network addresses that are
regi stered to Marshall Space Flight Center

1.10 MSFC User. An MSFC-badged civil service enpl oyee or
contractor enployee, including off-site contractor personnel if
VBFC- badged.

1.11 Network. A collection of interconnected systens sharing
simlar network address space.

1.12 Network Access Control Board (NACB). A forumto review
requests for disposition of IT procurenment, installation, change,
and architectural inplenmentation actions, according to the
stipulations included in MPG 2800.1, “Agency Information

Technol ogy Services.”

1.13 Network Infrastructure. The Centerw de institutional
facility of I'T network equi pnent and facilities that

i nterconnects I T systens and applications, including Virtual
Private Network (VPN) connections within the MSFC address space.

1.14 Of-site Contractor. An MSFC contractor, which operates
its own systens and services in its own physical space, and is
connected to the MSFC network via a serial data connection.

1.15 Privileged Account. An account enpowered to add, nodify,
or delete operating systemfiles, application software,
configurations, account privileges or passwords, audit |ogs, or
security controls.
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1.16 Security Plan. The source docunent that describes how the
security controls for particular systens function. Docunentation
fromthe risk assessnent, risk reduction analysis, and nmanagenent
decisions is used to prepare a security plan.

1.16.1 Security plans for general support systens include, but
are not limted to, systemdescription, system operational rules,
personnel training and controls, incident response capabilities,
continuity of support, technical security capabilities, and
systeminterfaces.

1.16.2 Security plans for major applications include, but are
not limted to, application operational rules, specialized
training, personnel security requirenents, contingency planning,
technical controls, information sharing constraints, and public
access control s.

1.17 Security Review. A process overseen by the NACB t hat
results in disposition as to whether a planned change conplies
with MSFC policy and neets security requirenents established for
the affected systens and services, and therefore is approved for
i npl enent ati on.

1.18 Senior Organi zational Manager. An individual assigned to a
directorate or office managenent function, as shown on the MSFC
or gani zati onal chart.

1.19 Service. A nmulti-user IT functionality established for
provi sion or operation of one or nore |IT resources.

1.20 Speci al Managenent Attention. A designation for an IT
systemthat has been (1) identified as a “mmjor operating systeni
by the MSFC CI G (2) provides Agencyw de support or |ife support;
(3) is critical to a facility or operation under the NASA
Resource Protection Program or (4) has been designated by the
MSFC Center Director or C1O as requiring "special managenent
attention.”

1.21 Strong User Authentication. Mthods and tools used to
ensure the non-refutable identification of a user of an IT system
or service. This includes a requirenent for possessing two of
the three follow ng properties: (1) “something you know such as
a password; (2) “sonething you have” such as a physical key; and
(3) “sonething you are” as in being an account-hol di ng user.

1.22 System A set of information resources under the sane
managenent controls that share common functionality and require
t he sane | evel of security controls.
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1.23 System Admi nistrator. An individual assigned to ensure
that the protective security nmeasures of the systemare
functional and who will maintain its security posture through
hands- on operational and security work.

1.24 Trusted System An IT systemthat physically resides

wi thin an MSFC or ot her approved space (including those systens
operated by off-site contractors, or by MSFC personnel while at
home or on travel), which operates through MSFC- approved
connection software and is disconnected fromall non- MSFC-
approved systens and networks while connected to the MSFC Private
Net wor k.

1.25 Unacceptable Risk. A situation where the probability of
negative inpact, coupled with the cost to recover fromthat

i npact, exceeds the benefit of the | ess-secure operational
situation as determ ned by a review by the MSFC NACB

2. RESPONSI BI LI TI ES

Al'l MSFC enpl oyees are responsible in sonme capacity for IT
security. Specific MSFC IT security responsibilities wll be
addressed by identified functions and organi zations to ensure an
adequate level of MSFC IT resource integrity, confidentiality,
and availability.

2.1 Center Director

2.1.1 The MSFC Center Director will appoint an IT Security
Manager (I TSM to organi ze and nmanage an I T Security Programin
accordance wth Federal, Agency, and MSFC policies and gui dance.

2.1.2 The Center Director will appoint a Designated Approving
Aut hority (DAA) who will accredit MSFC IT systens as required for
processi ng national security classified information.
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Fig. 2.1 IT Security Responsibilities Flow
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2.2 Chief Information Oficer (ClO

The MSFC CIO is responsible for providing Centerw de nmanagenent
oversi ght that ensures the security of all MSFC IT systens to
adequately support the confidentiality, integrity, and

avai lability of information processed by these systens.

2.3 |IT Security Manager (I TSM

The MSFC I TSM i s responsi ble for the planning, coordination,
managenent, and oversight of initiatives and neasures to ensure
the confidentiality, integrity, and availability of information
processed by IT systens included in the MSFC address space,
consistent with the operational needs of MSFC s m ssions,
prograns, and projects.

2.4 | T Security Team

The MBFC I T Security Teamis responsible for the collective
representation to the 1 TSM of all MSFC organi zations, and those
contractors which are key to the security of the Center's IT
assets. Duties of IT Security Team nenbers include: (1)

awar eness of organi zational |IT security requirenents and issues;
(2) identification of IT systens and operational |IT security
envi ronnments; and (3) organizational comruni cati ons concerni ng
Centerwide IT security initiatives, actions, schedules, and
events.

2.5 Senior Organizational Mnager

Seni or Organi zati onal Managers are responsible for ensuring a
sound I T security posture within their respective organi zations,
i ncludi ng active involvenment in and support to adequate IT
security planning, training, inplenentation, and budgeting
activities.

2.6 Oganizational Conputer Security Oficial (CSO

The organi zational CSO is responsible for the individua

organi zation's |IT security program the coordination of IT
security initiatives and activities in the organization, and the
representation of the organization at the MSFC I T Security Team
for all IT security matters.

2.7 Line Manager

The I'ine manager for a given IT systemis responsible for
ensuring that a sound IT security posture exists for the system
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including, but not Iimted to, security planning and risk
assessnment, security controls, personnel training, and incident
reporting, per the mnimmrequirenments of NPG 2810.1. [If the
systemis operated by an MSFC contractor, this responsibility
will be assigned to the cognizant civil service nmanager for the
contract or designated system manager.

2.8 System Admi ni strator

The system adm nistrator is responsible for the installation,
configuration, operation, and mai ntenance of the IT systen(s)
within his/her area(s) of adm nistration or control to neet the
m ni mum requi rements of NPG 2810. 1.

2.9 Al Enployees

Al MSFC civil service enployees, and contractor enployees to the
extent of the in-force contract or grant, are responsible for
conmplying with Federal, Agency, and MSFC policies, procedures,
and guidance for |IT security.

2.10 Enpl oyee and Organi zati onal Devel opnent Departnent (EODD)

The MSFC EODD i s responsi ble for devel opi ng a conprehensi ve MSFC
| T Security Training Program per requirenents given in NPG
2810. 1.

2.11 Human Resources Depart nment

The Human Resources Departnent is responsible for pronptly
inform ng the | TSM of personnel changes that may inpact the
security of MSFC I T systens.

2.12 Ofice of the CIO

The Ofice of the C1Oin the MSFC Center Operations Directorate
is responsible for providing (wthin the MSFC address space of
network infrastructure) IT services that inplement MSFC I T
security policies, procedures, guidance and Centerw de plans to
integrate the requirenents and features of individual |IT system
security plans devel oped by system owner organi zations.

2.13 Logistics Services Departnent

The Logistics Services Departnment is responsible for ensuring
that all excessed I T resources have been processed to adequately
renove sensitive or inappropriate information from data storage
devi ces contained within the resource.
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2.14 Procurement O fice

The Procurenment O fice is responsible for ensuring that all MSFC
contracts, grants, interagency agreenments, and governnent orders
conply with Federal, Agency, and MSFC I T security policies,
procedures, and guideli nes.

2.15 Protective Services Departnent

The Protective Services Departnment is responsible for: (1)
ensuring the physical security of MSFC IT systens; (2) providing
oversi ght, guidance, and approval authority for projects
conducting classified activities; and (3) inplenentation of a
Public Key Infrastructure (PKI) at NMSFC.

2.16 Systens Managenent O fice (SMO)

The SMO is responsi ble for ensuring the adequate protection
agai nst inappropriate distribution of MSFC information assets
whi ch are subject to the requirenments of the Export Contro
Program

2.17 Technol ogy Transfer Departnent (TTD)

The TTD is responsible for ensuring that all MSFC external
agreenents properly conply with Federal, Agency, and MSFC I T
security policies, procedures, and gui dance.

3. PROCEDURES

System and application-|evel security standards will be enforced
to the greatest extent permtted by budget and contenporary
technol ogy and will be inplenented through the use of appropriate
security procedures and gui del i nes.

3.1 Overview

3.1.1 Al MSFC personnel and organi zations are involved in sone
capacity in IT security inplenmentation. The procedures to
inplenent |IT security policies at MSFC are grouped into five
maj or areas: (1) programadm nistration; (2) training; (3) risk
managenent; (4) engineering; and (5) operations.

3.1.1.1 A conprehensive IT security programw || be conducted
with a responsibility to manage the inplenentation of IT security
policies and practices across all |IT resources in the MSFC
address space. This inplenentation includes individual IT
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system | evel security responsibilities acconplished by resource
owner organizations, coupled with infrastructure activities that
are perfornmed Centerw de by dedicated teans, tasked fromw thin
the IT security programitself.

3.1.1.2 IT Security Program adm nistration will be acconplished
through the MSFC CI1Q, ITSM I T Security Team organizational
CSGCs, Organi zational Chief Information Officers (OCIGs), and
supporting functions.

3.1.1.3 An enployee training programw || be provided by ECDD
for all MSFC civil service personnel and on-site contractor
personnel, to the extent provided by the applicable contracts or
grants.

3.1.1.4 Ri sk nmanagenent processes will be directed by the IT
security programto identify, assess, and nmanage the threats to
MSFC | T systens.

3.1.1.5 Security engineering devel opment projects wll be

pl anned and conpleted by the IT security programto provide
protection to the MSFC I T asset at the network infrastructure
| evel .

3.1.1.6 Operational procedures by the IT security programw ||

i nclude conmputer virus protections, user authentications,

nati onal security classified information handling, and intrusion
detection activities which nonitor and respond to unauthori zed
use of MSFC I T systens.

3.1.2 Al of the requirenents in NPG 2810.1 are included by
reference in these procedures and guidelines, which clarify and
extend the NPG requirenments for MSFC application.

3.2 Program Admi ni stration

3.2.1 An ITSMw Il provide organization and direction for

i npl ementing an MSFC I T Security Program The ITSMw || direct
and manage the MSFC I T Security Program by the coordi nation of
the activities of the Ofice of the C O EOCDD, and other MSFC
organi zations. The ITSMw ||l task these MSFC organi zations to
deliver those products and services needed to neet m ninmum
Federal , Agency, and Center IT security performance and schedul e
requirenents.

3.2.2 The ITSMw Il devel op annual planning goals and coordi nate
service providers' schedules of activities to inplement the IT
security program
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3.2.3 The ITSMw || present periodic IT security program updates
to MSFC seni or managenent, including netrics for risk and

vul nerability assessnent, security plans devel opnent, intrusion
and unaut hori zed use detection, and other program neasurenents.

3.2.4 The ITSMw || develop annually, with the CQ an MSFC IT
Security Plan to be submtted to the Center Director or designee
for approval, per the requirenents of NPG 2810.1

3.2.5 The ITSMw || develop and maintain the MSFC I T Security
Program budget from budget requirenents requested and received
fromMSFC I T security service providers.

3.2.6 The ITSMw ||l establish and coordinate the activities of
the I'T Security Team

3.2.7 The ITSMw || serve as the MSFC point of contact to the
NASA Conpetency Center for IT Security (CCITS), and ot her Agency
and Federal organizations and functions for |IT security program
activities and issues.

3.2.8 The CIOw Il establish, maintain, and conduct policies,
gui del i nes, and procedures necessary to ensure the IT security of
MSFC I T systens has been addressed to neet the m ni num

requi rements of applicable Federal and Agency requirenents.

3.2.9 The CIOw Il comunicate to and fromthe NASA Cl O
concerning MSFC I T security programissues and activities.

3.2.10 The A OwIll neet regularly with the ITSMto assist in
the planning and inplenentation of the MSFC I T Security Program
goal s and activities.

3.2.11 The C1Ow !l periodically review and revalidate MSFC I T
security policies, procedures, and guidelines to ensure that they
meet m ni num Federal and Agency guidelines, and will periodically
review the architecture of MSFC networks to ensure conpliance

wi th Agency policies and requirenents.

3.2.12 As a key to achieving a sound IT security posture for
MSFC or gani zati ons, senior managers will provide active support
to, and involvenent in, their organization's IT security
activities.

3.2.13 Senior managers w ||l appoint an organi zati onal CSO.
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3.2.14 Senior managers wll appoint a |ine manager for each IT
system

3.2.15 The CSO wil| devel op procedures to ensure a conplete,
current know edge of the organization's IT systens, security
pl ans, operational points of contact, and overall security
post ure.

3.2.16 The CSO wi Il perform annual reviews of all security plans
for IT systems in their areas per the review requirenents given
in the NPG 2810. 1.

3.2.17 The CSO wi |l seek assistance if needed from MSFC

organi zational CI0Os (OCIGs) in carrying out the organization's IT
security activities. The OCCIOw Il represent the CTOin

organi zational matters. The OCIO may act as the alternate CSO
and may performall CSO procedures and actions in the absence of
t he CSO.

3.2.18 The CSOw Il interface with the I TSM concerning the
organi zation's IT security requirenents, issues, and activities,
and wi |l devel op and mai ntain conmuni cations with the

organi zation's IT security teamrepresentative (if different) and
OClOin mtters related to the organization's |IT security

post ure.

3.2.19 Line nmanagers will identify, to the organizational CSO
and the ITSM any IT systens needi ng “speci al nmanagenent
attention,” as defined in NPG 2810. 1.

3.2.20 For each IT system the systemline nmanager w || budget
for and will devel op procedures to ensure the inplenentation of
adequate security controls throughout the life cycle of the
system per the System Devel opnent Life Cycle guidance found in
NPG 2810. 1.

3.2.21 For each IT system |ine managers will appoint a system
adm ni strator and ot her key support staff who will install,
configure, operate, and nmaintain the system per the requirenents
in this MPG and NPG 2810.1

3.2.22 An IT security teamw || be chaired by the I TSM and nade
up of those appointed CSCs of all MSFC maj or organi zations and
on-site contractors involved in the provision of |IT services.

3.2.23 The IT security teamw || neet at periodic intervals as
determ ned by the team nenbership. Mnutes of each neeting wll
be recorded and distributed to team nenbers prior to the next
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nmeeting. Tinme and place of each neeting will be announced to the
menbership by the ITSM prior to the neeting.

3.2.24 The IT security teamw || assist the ITSMin the
devel opnment of an MSFC I T Security Plan that neets the mninmum
requi renents of NPG 2810.1

3.2.25 |IT security teamrepresentatives will comruni cate anong
their respective organi zations and the teamthose i ssues and
updates which may affect the IT security posture of the

organi zation, and will provide information and updates to the

| TSM concerni ng organi zational |IT security system data bases,
configuration requirenents, and operational devel opnents.

3.2.26 The Procurenment Ofice will informthe ITSM of the start
of new MSFC contracts, grants, or external agreenents that

i nvol ve the operation of Federal IT systens. The Procurenent
Ofice will annually provide the 1 TSM a summary of all existing
contracts, grants and external agreenents that involve the
operation of Federal |T systens.

3.2.27 The Procurenment Office will include in contracts or
cooperative agreenents a data requirenent for subm ssion of a
security plan per DRD STD/CD- 1 TSP, “Information Technol ogy
Security Plan(s).”

3.2.28 The Procurenment Ofice will review all MSFC contracts or
grants to ensure the inclusion of requirenents that Governnent
provi ded or funded I T systens include a warning | og-on banner per
t he requirements of NPG 2810. 1.

3.2.29 The SMO wi || devel op procedures to ensure that MSFC
information assets are protected frominappropri ate export or
di scl osure to non-donestic parties by neans of IT resources or
systens, according to the provisions of MPG 2190. 1, "Export
Control Program™

3.2.30 The TTD will devel op procedures to ensure that all Space
Act Agreenents and ot her external agreenents which involve the
devel opnment, use, or interface to MSFC I T systens neet the

m nimum requirenments for IT security procedures by externa
commercial, academ c, or industrial partners with the MSFC

3.2.31 Senior managers will inplenent organizational procedures
to ensure that donestic and foreign rel ease and/or distribution
of conputer prograns devel oped by MSFC enpl oyees, or by non-
Federal parties where intellectual property rights to the

sof tware have been assigned or licensed to the Governnent, are
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coordi nated through the Center Software Rel easing Authority, in
accordance with NPD 2210.1, “External Release of NASA Software,”
and the SMO in accordance with export control provisions
contained in MPG 2190. 1.

3.3 Training

3.3.1 The IT Security Programtraining activities wll be
carried out in accordance with the provisions of MPG 3410. 1,
“Training.”

3.3.2 The Ri sk Managenent Team Lead wil| designate fromw thin
the Ri sk Assessnent Teaman |IT Security Training Lead to work
wi th the EODD.

3.3.3 The EOCDD wi |l appoint an IT Security Training Coordinator
fromwithin its organization to work with the IT Security
Trai ni ng Lead.

3.3.4 The EOCDD will collaborate with the IT Security Training
Lead to provide IT security training for MSFC personnel per

requi renents given in NPG 2810.1, for training at a m ni mum of
three levels: (1) basic enpl oyee awareness; (2) nmanagenent
personnel responsibilities; and (3) system and network

adm ni strator duties and operations. Training schedules will be
devel oped by EODD and announced to MSFC personnel by the EODD.

3.3.5 The Procurenent Ofice will review all MSFC contracts or
grants to ensure the inclusion for provision by the procuring
organi zation of funding for adequate IT security training of
contractor personnel and subcontracted workforce | abor.

3.3.6 The IT Security Training Lead will conmunicate to the EODD
those IT security awareness and training programrequirenents
identified by CSCs and I T security teamrepresentatives for

organi zati onal managenment and wor kforce and admi nistrative

per sonnel .

3.3.7 The ECDD will receive fromthe NASA Expert Center for IT
Security Awareness and Training (|1 TSAT) the current definitions
of required curricula for personnel perform ng job functions
related to IT security. The IT Security Training Lead, in
coordi nation with EODD, w |l comunicate this curricula
information to all organizational CSGCs.

3.3.8 The EODD will develop and maintain a MSFC I T Security
Awar eness and Training Plan, in coordination with the IT Security
Trai ni ng Lead.
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3.3.9 CSCs will assist line managers and personnel supervisors
inidentifying the IT security training courses needed and/or
conpl eted by organi zati onal enpl oyees to maintain job
proficiency, as established by the IT security training curricula
provided by the EODD I T Security Training Coordinator.

3.3.10 CSCs, or other designated person(s), wll maintain an
organi zati onal data base of enpl oyee training requirenments and
status for periodic reference by the IT Security Training Lead,
the EODD I T Security Training Coordinator, and the ITSM to
ensure adherence to the MSFC IT Security Awareness and Trai ning
Pl an.

3.3.11 CSCs will identify to the IT Security Training Lead those
| T systemadm nistrators in their organi zations who are in need
of technical training and requirenments for new or updated
technical material to be provided at the NMSFC.

3.3.12 In coordination with the IT Security Training Lead, the
ECDD wi I | allocate necessary funding to deliver training
products, select appropriate training vendors, provide and
schedul e classroomfacilities, and obtain and report participant
eval uations for IT security training courses to neet the

requi renents of the IT security curricula established by the

| TSAT, and the unique IT security training needs expressed by
organi zati onal CSGCs.

3.3.13 The ECDD will provide nedia distribution assistance and
facilities for on-line and el ectronic distributions of basic
awar eness training, manager training, and technical training
cour ses.

3.3.14 The IT Security Training Lead will collaborate with ECDD
to ensure effective distribution of IT security training course
schedul es and announcenents within the IT security program

3.3.15 CSCs will identify to the IT Security Training Lead those
training requirements in excess of the curricula provided by the
ECDD whi ch are needed to adequately address speci al

organi zati onal areas.

3.3.16 Senior managers wi Il devel op organi zati onal procedures to
ensure that I T security awareness and training provided by EOCDD

i s obtained by each enpl oyee as appropriate to their function in
t he organi zati on.
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3.3.17 Supervisors will coordinate with |ine managers of IT
systens to ensure that subordi nate enpl oyees are receiving
training appropriate to their assigned tasks, and that training
certifications in accordance with MPG 3410.1 are updated to
refl ect new or changi ng work assignnents.

3.3.18 Each enployee will obtain IT security training as

requi red according to the enployee’ s activity or assigned task,
consi sting of at |east annual basic-I|evel awareness training, and
will identify to the supervisor any specific additional training
required to performthe job function to the m ni mumrequirenments
of NPG 2810. 1.

3.3.18.1 Basic Awareness Training

| T security basic awareness training will be nmade avail abl e by
ECDD to all MSFC civil service and on-site contractor personnel
by EODD, using training tools and products provided by the | TSAT
t hrough |ive presentations, printed nedia, and/or electronic

di stribution nmethods. The EODD will provide gui dance for
procedures and nethods for the collection and reporting of MFC
training participation nmetrics to the IT Security Training Lead
and the | TSAT.

3.3.18.2 Managenent Responsibility Training

Trai ni ng products and prograns as provided by the | TSAT to MSFC
wi |l be nmade available by EODD for all MSFC civil service line
managers, program managers, project managers, and ot her
managenent personnel, concerning the security duties and

responsi bilities associated with the organi zati onal ownership and
security managenent of | T systens.

3.3.18.3 System Network Adm nistrator Training

Technical IT security training courses will be obtained and nade
avai l able by EODD to all MSFC civil service systeni network

adm ni strator personnel as identified and required to perform
their assigned job function, in order to properly fulfill the
curriculumrequirenents established by the | TSAT.

3.4 |IT Security R sk Managenent

3.4.1 Oganizational Coordination

3.4.1.1 The MSFC C1O w | appoint a R sk Assessnment Team Lead
who will select and direct a team of personnel to inplenent the
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ri sk managenent and security planning needs of the MSFC IT
Security Program

3.4.1.2 The Ri sk Assessnent Team Lead will serve on the standing
menber shi p of the NACB

3.4.1.3 The Ri sk Assessnment Teamw || provide system

vul nerability scanning and security audit services, and w ||
assist line managers in security planning and related risk
managenent activities.

3.4.1.4 Line managers will inplenment procedures to identify and
assess security risks to each systemwthin their area of
responsibility, and will take steps to mtigate the risks,

t hrough the devel opnent of a security plan per the mninmm

requi rements of NPG 2810.1

3.4.1.5 Line nmanagers wi |l devel op procedures to ensure that
MSFC contractors, for their managed | T systens, enforce MSFC I T
security requirenents in admnistering accounts on their systens
to the extent provided for in applicable contracts or grants.

3.4.1.6 CSCs will periodically nonitor published NASA Aut onat ed
Systens | ncident Response Capability (NASIRC) alerts and notices
to maintain a knowl edge of current threats, vulnerabilities,

saf eqguards, toolkits, and Federal policies.

3.4.1.7 CSCs will track the organi zation's inplenentation of
NASI RC notices and alerts within prescribed tine periods, and
informthe I TSM of the status of the inplenentation

3.4.1.8 The Network Engineering Teamw || identify upon request
by a custoner organization the delta costs for enhanced IT
security measures to address specific risks and threats, over

t hose provided by baseline Enterprise services, in order to neet
specific program or project needs.

3.4.2 Passwords

3.4.2.1 Passwords used for user authentication to MSFC I T
systens will neet the mninmum password standards as defined in
NPG 2810. 1.

3.4.2.2 Systemadnmnistrators will inplenent procedures to
ensure the use of non-trivial passwords per NPG 2810.1 on al
adm ni st ered syst ens.
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3.4.2.3 Each user of MSFC IT systens will devel op and i npl enent
responsi bl e password handli ng and usage practices as defined in
NPG 2810.1. Systemusers are responsible for any and all system
activity generated through the use of their user IDs and

passwor ds.

3.4.3 Personnel Access

3.4.3.1 Line managers will grant user accesses to those systens
in their areas of control, at the mninum privil eges necessary
for the systemusers to acconplish their assigned tasks. Line
managers will follow those guidelines and access categories given
in NPG 2810.1 to determ ne adequate access levels with reference
to the exanpl es bel ow

Information Technology Resource Access Privileges

Can Create/Delete/M odify

Access Type User Type Accounts Security Controls
Privileged System Administrator root, maintenance all passwords,
System users, configurations,

system configuration | system user 1D,
logs, applications

Local Administrator local software local configuration,
installs, local users, | local users
local configuration

“Power” User local software local configuration
installs, local users

Maintenance local maintenance none
Technician

Non-Privileged User none none
Data Backup none none
Operator

3.4.3.2 The MSFC Protective Services Departnment will perform
per sonnel background screening as requested by |ine managers to
nmeet the m ni mum personnel access requirenments in NPG 2810. 1.
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3.4.3.3 The Human Resources Department will notify the | TSM of
MSFC enpl oyees who have been separated from MSFC enpl oynent or
who are otherw se subject to a personnel enploynent status
change.

3.4.3.4 The MSFC Protective Services Department will notify the
| TSM of MSFC contractor personnel who have been separated from
MSFC on-site enpl oynment or who are otherw se the subject of an
enpl oyee status change by the contractor.

For offsite contractors/grantees with access to MSFC systens, the
contracting officer in the MSFC Procurenent O fice will be
notified of contractor personnel status changes and will report
this notification to the | TSM

3.4.3.5 The ITSMw |l notify MSFC CSCs of civil service and
contractor/grantee personnel with access to MSFC I T systens who
have been separated from MSFC or contractor enploynment or

ot herwi se subject to a personnel enploynment status change.

3.4.3.6 CSCs will notify appropriate |line managers and I T system
adm ni strators of those personnel access privileges to be

nodi fied or withdrawn as a result of enploynent separation or
status changes for MSFC or contractor/grantee personnel.

3.4.3.7 The MSFC Protective Services Departnment will devel op and
performthe necessary techni ques and capabilities to act as the
Center’s trusted authority for supporting the identification of
personnel requiring access to MSFC I T systens, and to support any
subsequent assignment of user authentication procedures or
facilities

3.4.4 Security Planning

3.4.4.1 Line managers wi |l devel op procedures and practices to
ensure that systemlife-cycle security practices are foll owed,
and that a security plan is devel oped and authorized, for each IT
systemin their area(s) of managenent control before that system
is put into operation to process information.

3.4.4.2 Wil e each personal conmputer, workstation, or software
utility need not have an individual security plan, each IT
resource will be designated as belonging to a general support
systemor a major IT application for which a security plan wll
be devel oped.

3.4.4.3 |IT security plans will be based on a docunented system
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ri sk assessnent as described in paragraph 3.4.8, “Risk
Assessment.” These plans will neet the m ni mum requirenments of
NPG 2810.1, to reflect systemval ue, susceptibility to threat,
and valid response/recovery nmethods. Plans will be reviewed and
updated if necessary when significant nodifications are nade to
the system but in any event at |east every 3 years, regardless
of the system change history.

3.4.4.4 1T systemsecurity plans will docunent as a m ni num
(1) the IT systemfunction, and organizational and operational
environment; (2) the system and processed information val ue or
criticality; (3) the perceived threat to the system (4) the in-
pl ace security controls (whether nanagerial, operational,

techni cal, or devel opnental); (5) system configuration control
and training of key personnel; (6) rationale for risk acceptance
(or plans for risk mtigation); (7) plans for response and
recovery froma security incident; and (8) an “authorization to
process” certification by the |line manager, as described in

par agraph 3.4.10, “Authorization to Process.”

3.4.4.5 The R sk Assessnent Teamw || assist the |ine manager
wi th the devel opnent of security plans and updates.

3.4.4.6 The IT systemadm nistrator(s) will ensure the IT system
security plan includes a definition of all enabled software
appl i cations, operational comrunications ports, and

communi cations protocols as configured in the system

3.4.4.7 The IT systemadnm nistrator(s) wll acknow edge any
known security risks and all applicable operational constraints
for the system as a part of the security planning process.

3.4.4.8 CSCs will assist with the devel opnment of |IT system
security plans by coordinating risk assessnment and security
pl anning team activities in the organization.

3.4.4.9 CSCs will track the status of security plans in their
organi zation, review with |line managers the need for plan
updates, and maintain file copies of the organization's plans for
review by the | TSM

3.4.4.10 Al MSFC IT security plans and plan revisions will be
presented to the NACB for approval contingent on acceptable
m ni num content per the requirements of NPG 2810. 1.

3.4.5 Information Categories
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3.4.5.1 Al information stored, processed, or transmtted by
MSFC s I T systens is sensitive to sonme degree and is entitled to
sone degree of protection. The information can be categorized
into one of five designations which account for the information
type, sensitivity, and criticality. For the context of this
docunent, information categories are: (1) Mssion; (2) Business
and Restricted Technol ogy; (3) Scientific, Engineering, and
Research; (4) Adm nistrative; and (5) Public Access.

3.4.5.2 Al dissemnation of information processed by MSFC s IT
systens will be exam ned by the systemline manager and eval uated
agai nst the information category and content, w th speci al
enphasis given to the evaluation of information transmttal from
MSFC i nternet web servers, in accordance with current MSFC Export
Control Program and web server policies.

3.4.5.3 Mssion information is that data which supports the
pl anni ng and i npl enentati on of a m ssion, such as human space
flight or launch operations. |If the information were altered,
destroyed, or unavail able, the inpact on NASA coul d be
catastrophic. The result could be the |oss of nmjor or unique
assets, a threat to human life, or prevention of NASA from
preparing or training for a critical Agency m ssion.

3.4.5.4 Business and restricted technology information applies
to systens, applications, and data which support the Agency's
busi ness and technol ogi cal needs such as payroll and personnel
operations. In general, if the information should be discl osed
i nappropriately, the disclosure could result in damage to MSFC
enpl oyees, |1 oss of business for our partners and custoner

busi nesses, contract protest, or the illegal export of

technol ogy. This category includes systens containing
technol ogi cal information that is restricted fromgeneral public
di scl osure because of public | aws.

3.4.5.5 Scientific, engineering, and research information is
data that supports basic research, engineering, and technol ogy
devel opnment but is less restricted agai nst public disclosure.

Al teration, destruction, unauthorized disclosure, or

unavail ability of the information would have an adverse or severe
i mpact on individual projects, scientists, or engineers; however,
recovery would not inpede MSFC in acconplishing a primary

m ssi on.

3.4.5.6 Admnistrative information includes, but is not limted
to, electronic correspondence, briefing information,

proj ect/program status, infrastructure design details, notes,

vul nerability descriptions, passwords, and internet protocol
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addresses. It includes information that supports NASA's daily
activities such as electronic mail, fornms processing, networking,

and managenent reporting.

3.4.5.7 Public access information is specifically intended for
public use or disclosure, such as data posted on a public web
site. The loss, alteration, or unavailability of information in
this category would have little direct inpact on NASA s m ssions
but m ght expose the Agency to enbarrassnent, |oss of
credibility, or public ridicule.

3.4.6 Inventory

3.4.6.1 The CSCs will maintain an IT security inventory within
their organization including, but not limted to: (1) owner
organi zation, system adm nistrator, |ine manager and ot her key
contact personnel names and office hours/energency contact
information; (2) date of the nobst recent security risk assessnent
or security audit; (3) security plan approval status; (4)
"aut hori zation to process" certification status; and (5) resource
equi pnent tracking and | ocation information for each systemin
their organization.

3.4.6.2 CSCs will report to the Risk Assessnment Team any
changes in their organizational |IT security systeminventories.

3.4.6.3 The R sk Assessnent Teamw || maintain and provide
periodically to the I TSM a conpilation of organizational IT
security systeminventories as provided by organizational CSCs.

3.4.7 Mulnerability Testing

3.4.7.1 The R sk Assessnent Team and its del egated functions
wi Il plan and conduct random non-intrusive security

vul nerability scans on a periodic basis for each IT resource
connected to MSFC networks, and provide scan results and
recomrendations for the vulnerability resolution by the
appropriate IT system adm nistrator and |ine manager.

3.4.7.2 The R sk Assessnent Teamw || provide sunmarized reports
of vulnerability scanning results to the ITSM The ITSM w | |

i nclude informati on summari zed from Centerwi de vul nerability
scanning reports in periodic netrics presentations to the Center
Director, and to others as required.

3.4.7.3 CSCs will report to the I TSMthose actions taken to
address detected resource vulnerabilities in their organization
and any inabilities to resolve the vulnerabilities.
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3.4.7.4 Al IT systens in the MSFC network infrastructure are
subj ect to random scanni ng by the Ri sk Managenent Team w th the
exception of: (1) those MSFC I T systens engaged in operational

m ssi on support during active mssion tinelines; and (2) critical
net wor k data handl i ng devi ces.

3.4.7.5 Certain mssion-critical support IT systens as defined
by the NACB wi || be exenpted from random vul nerability scanni ng
during active m ssion support tinelines. Scanning of these
systens during active mssion tineline periods as specified by
the NACB wi Il be coordinated by the Ri sk Assessnent Teamw th the
organi zati onal CSO for these systens. During all other non-

m ssi on support tine periods, these systens will be subject to
random vul nerability scanning as are other non-exenpted IT

syst ens.

3.4.7.6 Certain critical network systenms such as data routers
and servers as defined by the CTOw Il be exenpted fromsecurity
vul nerabilities scanning during office hours defined as 6:00 a. m
through 6:00 p.m local tine Mnday through Friday, or other

peri ods as defined by the NACB

3.4.7.7 1T security vulnerability testing within the MSFC
address space will be conducted only by the R sk Assessnment Team
or del egat ed organi zati ons, using validated comercial scanning
tools. No free-ware, share-ware, or other non-validated software
tools will be utilized for vulnerability scanning purposes on any
MSFC syst em

3.4.7.8 Line nmanagers will inplenent procedures to ensure that
vul nerabilities identified via risk assessnents, security audits,
or vulnerability scans are corrected according to the

requi renents of the IT systemsecurity plan. CSGs will work with
I ine managers to resolve or mtigate identified vulnerabilities,
or exam ne them for acceptance and docunentation in the IT system
security plan.

3.4.7.9 A high-risk vulnerability all ows unauthorized root or
adm ni strator access to the resource. Upon repeated detection
and report by the R sk Managenent Team of a high-risk security
vul nerability on a given system that systemw || be subject to
i solation fromthe MSFC network, follow ng coordination with the
i nvol ved organi zational CSO and |ine manager, until such time as
the vulnerability can be rectified and the system security plan
updat ed by the |ine nanager and approved by the NACB

3.4.8 R sk Assessnent
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3.4.8.1 An IT systemrisk assessnent process determ nes and
docunents: (1) the risks associated with a system (2) the
probability of the risk being realized; (3) the inpact of a risk,
if realized; (4) the priority of the risks; and (5) which risks
(i1f any) to accept.

3.4.8.2 The line manager wll ensure that each IT system under
t he manager’ s area of managenent responsibility in the

organi zati on undergoes an i ndependent risk assessnment and
security audit, either: (1) as a part of the security plans
devel opnent or update process; or (2) followi ng a system or

i nformati on conprom se of the system

3.4.8.3 CSGs will coordinate and schedul e risk assessnents of IT
systens as an included part of the security plans devel opnent or
updat e process. The risk assessnment will be conducted per the
requi renents in NPG 2810.1 by the Ri sk Assessnent Teamw th

assi stance by designated key personnel for the IT system

3.4.9 Acceptable Ri sk

3.4.9.1 The risk assessnent process will identify detectable IT
system security risks to the extent of the tool capability and
processes used in the assessnent. Subsequent vul nerability scans
of the IT systemw ||l be periodically conducted to identify new
or previously undetected security weaknesses.

3.4.9.2 The line manager will work with the system adm ni strator
to renove or mtigate detected vulnerabilities, and nmay decide to
accept those weaknesses for which renoval or mtigation is not
technically or economcally feasible. These accepted risks wll
be identified in the IT systemsecurity plan.

3.4.9.3 The renoval or mtigation of certain identified high-
risk vulnerabilities may not be waived by the |ine nanager or
docunented in the security plan as accepted. These wll
general ly be categorized as those vulnerabilities which, if not
resolved in a given system wll| pose a grave threat to the

i nformati on processed by that system or be shown to inpact the
security of other connected IT systens in the MSFC
infrastructure.

3.4.9.4 Al residual risks accepted and docunented in security
plans will be reviewed and di spositioned by the NACB

3.4.10 Authorization to Process
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3.4.10.1 Al MSFC IT systens will undergo a risk assessnent and
security planning process with an “authorization to process”
prior to the system being put into operation.

3.4.10.2 The “Authorization to Process” security plan
certification by the |ine manager and any affected data owners
for the IT systemw || docunent that the use of the system based
on the plan, presents an acceptable |level of risk to the system
and the information which it processes, and that the |ine manager
finds that the security plan as witten adequately secures the IT
system its data, and its operation.

3.4.10.3 Al data owners who are to process data on an IT system
will sign the security plan’s "authorization to process” as
concurring on the acceptability of the systemsecurity

envi ronment to adequately protect their data.

3.4.10.4 For IT systens requiring "special managenent
attention," the MSFC Cl O nust al so sign the security plan,
aut horizing the systemto process information.

3.4.11 System Admi ni stration

3.4.11.1 Systemadm nistrators will inplenment procedures,
controls, and checks to ensure that conputer software is operated
by users of the systemin accordance with the vendor’s |icense
agr eenent .

3.4.11.2 The ITSMw || devel op procedures to distribute to CSCs
those notices and alerts received from NASI RC and ot her

i nformati on sources concerning di scovered security

vul nerabilities in commercial operating systens and software
appl i cati ons.

3.4.11.3 Systemadministrators will inplenment notices and alerts
to install a software manufacturer's operating systemor software
application security update, whether provided through the
Comput er Enmergency Response Team (CERT), NASIRC, or other source,
according to the requirenents of the IT system s security plan.
System adm nistrators will informthe CSO of the status of the

i npl ementation of the notice, alert, or software patch.

3.4.11.4 Systemadmnistrators will install the standard NASA
war ni ng banner as described in NPG 2810.1 and referenced
requirenments for all adm nistered IT systens.

3.4.11.5 Systemadmnistrators will deactivate all non-used
sof tware applications, ports, and services on all adm nistered
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systens.

3.4.11.6 Systemadm nistrators will performa check each working
day of systemlogs and audit files to detect evidence of

unaut hori zed use or intrusions into the system and wl|

i medi ately notify the CSO and | nci dence Response Team of any

di scovered evidence in these files of intrusions or unauthorized
activity.

3.4.11.7 Systemadm nistrators will incorporate approved user
identification and authentication techniques to neet the mninmum
requi rements of NPG 2810.1, and will inplenent advanced

aut hentication techniques as required to maintain those security
controls defined in the systemsecurity plan.

3.4.11.8 Systemadm nistrators will update user authorization
and access privileges, within the tine period prescribed by the
| TSM wupon notification by the CSO or I TSMthat a user has
transferred, term nated enpl oynent, or otherw se changed

enpl oynent st at us.

3.4.11.9 Each enployee will abide by the access and usage rul es
established in the security plans for those I T systens to which
t hey have been granted access, and wll not attenpt to exceed
their level of granted IT access or authorization.

3.4.11.10 Each enployee will devel op procedures and practices
for data and information protection and data backup for the data
that they “own,” according to the criticality of the information,
per the requirenents given in NPG 2810. 1.

3.4.12 Penetration Testing

Schedul ed, coordinated penetration testing prograns will be
conducted periodically by the MSFC R sk Assessnent Team and by
external testing organizations against selected MSFC I T systens
with the cooperation and support of the appropriate

organi zational CSO, |ine manager, and system adm nistrator,
according to procedures included in approved penetration test
docunent ati on.

3.4.13 Information D sposal

3.4.13.1 The CSOw Il reconmend to the Senior O ganizational
Manager an enpl oyee of the organization to be appointed as the
Organi zati onal Storage Media Custodian (OSMC), to devel op and

i npl enent procedures for ensuring that data storage nedia | eaving
t he ownership of the organi zation is appropriately processed so
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that no data conprising NASA sensitive information or |icensed
software remains on the nedia in a manner as to be recoverabl e by
commerci al l y-avail abl e software tools.

3.4.13.2 The Ri sk Assessnent Teamw || specify and reconmend the
appropriate tools, utilities, and training for OSMCs to ensure

t he adequate renoval from data storage nedia of all sensitive
information and |icensed software prior to excessing or ownership
changes of the nedi a.

3.4.13.3 The Logistics Services Departnent will examne all MSFC
| T equi prent itens that are being excessed to determne if the
itens bear docunmentation indicating that included data storage
devi ces have been adequately cleared by the excessing

organi zation of sensitive information or |icensed software data.

3.4.13.4 The Logistics Services Departnent will decline to
process for surplus or excess action any |IT equi pnent itens that
do not display docunentation (labels, etc.) to clearly indicate
the prior renoval of sensitive information or |icensed software
data by the excessing organization, and will notify the I TSM upon
their action to decline processing.

3.5 Security Engineering

Security engineering functions will be perforned at two primary
levels: (1) network-level engineering; and (2) IT system|evel

engi neering. Infrastructure network engineering wll be
performed by the Ofice of the C1O as MSFC s chartered
institutional IT services provider. Individual |IT systens-|evel

security engineering will be performed by appropriate system

adm ni strator and support staff as directed by the IT systemline
manager, within the provisions of MPD 2800.1. The NACB wil |l

di sposition requests for security engineering service or facility
additions, nodifications, or deletions, as originated by the

Net wor k Engi neering Team for infrastructure network application,
or by the appropriate line nmanager(s) for IT systemlevel issues.

3.5.1 Network Engineering Team

3.5.1.1 The Ofice of the CTOw Il appoint an IT Security

Net wor k Engi neering Team Lead who will select and direct a team
of personnel to inplenent the infrastructure-|evel network
security engineering application needs of the MSFC I T Security
Program

3.5.1.2 The Network Engineering Team Lead will participate on
t he standi ng nenbership of the NACB
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3.5.2 Infrastructure Network Architecture

3.5.2.1 The Network Engineering Teamw || design and install an
MSFC I T security infrastructure as described i n NASA- STD 2813.
This infrastructure will include the follow ng Local Area

Net works (LANs): a Private Network, Public Network, Open

Net wor k, and an Agency Public Network which contains those IT
servi ces which MSFC operates for the Agency.

3.5.2.2 A Private Network will provide maxi mum security

saf eguards for those IT systens that require protection and
isolation fromthose IT systens and resources outside of the MSFC
infrastructure. M ssion-specific Private Networks nay be

i npl emented within the provisions of MPD 2800.1 to address
enhanced i nformation processing needs. Corporate networks wll
not be allowed within MSFC buildings as they pose a risk of

i nterconnection to the Private Network thus conprom sing security
saf eguar ds.

3.5.2.3 A Public Network and Agency Public Network w |l host
information systens that nust be accessible by external systens
whi | e providing substantial protection including firewall
services, to ensure unconprom sed information integrity and
service availability for these IT systens.

3.5.2.4 An Open Network will host IT systens to provide |argely
unrestricted interaction with public users, wthout the use of
firewalls.

3.5.2.5 The Private Network and the Public Network will be
separated fromeach other and fromthe global Internet by use of
firewal | s and/ or other protective nechani sns.

3.5.2.6 The Network Engineering Teamw ||, at the direction of

t he NACB, inplenent and/or support per approved requirenents,

ot her program or m ssion-specific private networks within the
MSFC network infrastructure, in accordance with the provisions of
t he NASA- STD 2813 to address enhanced I T security requirenents.

3.5.2.7 A border router capability will be used to further
insul ate the MSFC networks fromthose IT systens outside of the
MSFC i nfrastructure.

3.5.3 Network Devel opnent and Configuration

3.5.3.1 The Network Engineering Teamw || inplenent a process to
ensure that network security engineering activities and
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initiatives do not conflict with the NASA-STD 2813, “NASA
Firewal | Strategy, Architecture, Standards, and Products.”

3.5.3.2 The Network Engineering Teamw || configure MSFC I T
systeminterfaces to the network infrastructure to share a common
host network or hardware platform upon NACB disposition and
approval, only if the systens possess simlar security

requi renents and pose simlar risks to the MSFC I T security

i nfrastructure.

3.5.3.3 Line managers of |IT systens may request that the NACB
allow off-site users to be connected to their systens within the
MSFC network security hierarchy, as required and justified by

m ssi on needs.

3.5.3.4 The Network Engineering Teamw || exam ne for network
security conpliance all new or devel opnental systens, services,
or applications prior to connection to the MSFC network
infrastructure.

3.5.3.5 The Network Engineering Teamw || configure the
connection of any given data server, service, or application to a
single network only, unless directed otherwi se by the NACB

3.5.3.6 The Incident Response Teamw ||l not reconnect to the
MSFC network infrastructure any I T system which has been isol ated
fromthe network because of a security conprom se until a
security audit has been conpleted, and the security plan updated,
revi ewed, and approved by the NACB for that system

3.5.4 (Open Network

3.5.4.1 In order to host services that do not initially neet the
requirenments of the Private Network or Public Network, an Open
Network will be provided with no security constraints to
install ed systens beyond those described in the Section 3.5
“Network Engi neering.” The Open Network will provide no host-

| evel security. Data availability, confidentiality, and
integrity for Open Network systens will be the responsibility of
t he individual system owner organization.

3.5.4.2 The Network Engineering Teamw ||l host on the Open
Network any | T system which does not neet the security
requi renents for either the Private Network or Public Network.

3.5.4.3 Line managers will review with the NACB all systens
hosted on the Open Network every 6 nonths to validate the
requi renent for continued Open Network hosting of the system
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3.5.4.4 The Network Engineering Teamw || coordinate with
contract COTRs for MSFC off-site contractors with IT systens
connected to MSFC domain border routers to ensure that these off-
site systens neet all requirenments for the Open Network
connection, wth the exception of the requirenent for periodic
reval i dati on

3.5.5 Public Network

3.5.5.1 IT systens on the MSFC Public Network are intended for
use by the general public and special interest groups (e.g.,
scientists, educators, students, etc.), pursuant to the “National
Aeronautics and Space Act of 1958,” Public Law #85-568.

3.5.5.2 The Network Engineering Teamw | install and maintain a
firewall and/or other network protective function as approved by
the NACB to control all access to IT systens hosted on the Public
Network. Only those IT systens or services for which access can
be controlled (i.e., proxied or filtered) by the firewall will be
hosted on the Public Network.

3.5.5.3 Upon approval by the NACB, the Network Engi neering Team
wi |l connect on the Public Network only those systens or services
whi ch require public access to acconplish MSFC s projects,
programs, oOr m Ssions.

3.5.5.4 The Network Engineering Teamw || configure the Public
Network firewall equipnent to allow only inbound-originating data
traffic to hosted I T systens on the Public Network. The firewall
function will block all outbound-originating network data

sessi ons.

3.5.5.5 No devel opnental or test systens or services wll be
hosted on the Public NetworKk.

3.5.5.6 The Network Engineering Teamw || configure the Public
Network firewall or other protective devices to allow access to
privileged accounts on the Public Network by only those systens
hosted by the MSFC Private Network.

3.5.5.7 IT systemadm nistrators will configure their systens to
al l ow access to privileged accounts only from systens hosted by
the MSFC Privat e Network.

3.5.5.8 IT systemadmnistrators will use off-system | ogging,
renmote systemnonitoring, or secure renbte system adm nistration
for all IT systens and services hosted on the Public NetworKk.
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Where secure renote systemadm nistration is not technically
avai | abl e, the system nust be adm nistered only froma

physi cal | y-attached consol e device until secure renote nethods
are avail able for use.

3.5.5.9 Line nmanagers will present for disposition by the NACB
all systens and services proposed for hosting by the Public
Network prior to the connection of the systemor service by the
Net wor k Engi neering Team onto the networKk.

3.5.5.10 The Network Engineering Teamw ||l locate all Public

Net wor k systens and services on hardware platforns |ocated within
those facilities in MSFC Buil di ngs 4207 and 4663, or other

| ocati ons designated by The Ofice of the Cl O which provide
adequat e access controls and environnental protections to

mai ntai n required physical security, systemavailability, and
information integrity.

3.5.6 Agency Public Network

The Network Engi neering Teamw || configure those IT systens

whi ch MSFC operates for the benefit of the Agency as a whole onto
t he Agency Public Network. Security rules and policies for the
configuration and operation of these systens are identical to

t hose described for the MSFC Public Network.

3.5.7 Private Network

3.5.7.1 The Network Engineering Teamw || propose for NACB
di sposition the procedures for configuration of all MSFC user
wor kst ati ons, including docked | aptop conputers and docki ng
stations where used, to be hosted on the Private NetworKk.

3.5.7.2 Al requests for access by off-site user workstations

t hrough MSFC border router connections will be presented for NACB
revi ew and di sposition, according to the off-site user's

m ssi on/ busi ness requirenments and/ or contractual arrangenents
with MSFC.

3.5.7.3 IT systemusers are required, while connected to the
Private Network through external accesses, to secure the physical
space in which the systemis being used, and to nmaintain the
security of any data that is transmtted to or fromthe system

3.5.7.4 Once an external connection to the Private Network is
properly established through approved interfaces, all privileges
and avail abl e services to the user will be the sane as if
physically connected to, and wthin, the Private Network at MSFC.
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3.5.7.5 The Network Engineering Teamw Il install Private

Network firewalls or other protective functions per NACB
directives to limt Private Network I T system access to MSFC
users only, and to block all inbound-originating data traffic to
the Private Network. Only those IT systens or services for which
access can be controlled (i.e., proxied or filtered) by the
firewall will be hosted on the Private Network.

3.5.7.6 Line managers will present for disposition by the NACB
all systens and services proposed for hosting by the Private
Network prior to the connection of the systemor service by the
Net wor k Engi neering Team onto the NetworKk.

3.5.7.7 1T systemadmnistrators will configure Private Network
systens to allow access by Private Network users only.

3.5.7.8 The Network Engi neering Teamw || configure the MSFC
network infrastructure to allow unconstrained access by Private
Net wor k systens to those systens and services external to the
Private Network, including those services on the Public Network
and/ or Open Network, unless this access is shown to present an
unacceptable risk to an MSFC I T system

3.5.8 Network Infrastructure Protective Functions and Equi pnent

3.5.8.1 The Network Engineering Teamw || plan, acquire,

install, operate, adm nister, and maintain all network
infrastructure firewalls and associated IT security information
processi ng el enents, as approved and directed by the NACB, to
ensure the infrastructure effectiveness, conpliance, and currency
in the application of security rule set policies to isolate and
di scri m nate agai nst unauthorized network traffic onto, or

t hrough, a given network segnent.

3.5.8.2 The Network Engineering Teamw || functionally |ocate
all network infrastructure protective equi pnent on the MSFC
Institutional Area Network (I AN), or other network segnments as
directed by the NACB, and will configure and maintain this
equi pnent as an MSFC Enterprise service.

3.5.8.3 The Network Engineering Teamw || specify, procure,
install, and maintain all infrastructure network protective

equi pnent to include provisions for redundancy and continuity of
operations, so that any equipnment failure or switching to
redundant systens will not violate the requirenents of this
directive.
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3.5.9 System Security Engi neering

Li ne managers for I T systens are responsi ble for ensuring the
provision of a level and type of system|evel security

engi neeri ng whi ch adequately protects the information processed
by the systen(s) and neets the m ninmumrequirenments of the system
security plan. This may include the selection and appoi nt nent of
organi zati onal system adm nistrative staff and/or the direction

of contracts to obtain individual, specialized, or otherw se
unique I T security services not practically available fromthe
Center's institutional |IT service provider(s), in accordance with
t he provisions of MPD 2800. 1.

3.5.9.1 IT systemline managers wll coordinate with the
organi zational CSO the IT security requirenments for all new,
devel opnental , and production IT services and systens in the
organi zation, and will submt such requirenments as requests for
di sposition by the NACB

3.5.9.2 IT systemadm nistrators are required to configure each
| T service on a given IT systemto provide a |l evel of user access
for the small est possible audience.

3.5.9.3 IT systemadm nistrators are required to use data
encryption and strong user authentication using MSFC-approved
technol ogies for privileged account access to MSFC I T systens,
and is recormmended for all inbound and outbound data transactions
anmong MSFC | T systens.

3.5.9.4 IT systemadm nistrators and users will use renote
system adm ni stration, including off-system]|ogging, renote
auditing, and renpote system nonitoring where required.

3.5.9.5 IT systemadmnistrators will renove or otherw se

di sabl e all unused, inactive, or unnecessary software
applications, and all comuni cations ports or sockets that are
not required to enable the services provided by the system

3.5.9.6 IT systemadm nistrators and users are prohibited from
i npl enenting data transfer protocols, practices, configurations,
or other data operations which will inpact the security network
nmonitoring and intrusion detection capabilities and operations of
the MSFC I T Security Incident Response Team

3.5.9.7 IT systemadm nistrators nay not install desktop system
di al -out hardware, term nal enulation software, or outbound
anal og tel ephone connections, except where specifically justified
by m ssion or business requirenents and approved by the NACB
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3.5.9.8 No tel ephone dial-in links or services to desktop IT
systens will be permtted on any MSFC dat a networKk.

3.5.9.9 IT systemadm nistrators and users are prohibited from
usi ng tel ephone nodemdial -up |inks or any other dedicated or
virtual comuni cations links that circunvent MSFC domain firewall
mechani sms.

3.5.9.10 |IT systemadm nistrators or users are prohibited from
establ i shing "back-door" data connections of IT systens to
mul ti pl e network segnents, or to network segnents ot her than

t hose desi gnated and approved by the NACB

3.5.9.11 |IT systemadm nistrators or users are prohibited from
transmtting clear-text reusabl e passwords across MSFC data
networks, unless this practice is clearly shown to be technically
unavoi dable, justified in the systemsecurity plan, and approved
by the | TSM

3.5.9.12 |IT systemadmnistrators and users are prohibited from
installing any new or user-owned system service, or application
wi thin the MSFC network infrastructure, or changing the
configuration of an existing MSFC-networked I T system w thout
prior coordination with the Network Engi neering Team and approval
by the NACB

3.5.10 Trust Rel ationships

| T system adm nistrators and users will establish security trust

rel ati onshi ps between or anong systens only after prior approval

by the NACB. Trust relationships will be limted to the m ninmum
required to carry out MSFC s mi ssions and prograrns.

3.5.11 Prohibited Practices

3.5.11.1 The use of internet protocol (IP) address scanning,
probing, or “sniffing” tools by MSFC organizations other than the
Ri sk Assessnent Team I ncident Response Team or ot her

organi zations functionally delegated for this practice, is

pr ohi bi t ed.

3.5.11.2 MSFC organi zations will not install or inplement an IT
service which, if conprom sed, would present a known risk of

i ncreased access or control, or decreased availability, of other
| T processes, data, applications, or configurations resident on
t he MSFC network infrastructure. The assessnment of known ri sk
wi |l be based on relevant CERT and NASI RC warni ngs and current
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vul nerability testing results.

3.5.11.3 |IT systemadm nistrators, operational and nmanagenent
personnel , users, and other personnel associated with an IT
system are prohibited fromcomuni cating or responding to queries
regardi ng the configuration of MSFC I T systens or services,
beyond that m ninmuminformation which is required to provide the
i ntended and approved functionality to users as defined in the IT
system security plan.

3.6 QOperations
3.6.1 Physical Security

The MSFC Protective Services Departnment will provide information,
gui dance, and assistance to I T systemowners for inplenentation
of a level of physical security which neets the m ni num

requi renments of NPG 2810.1 for MSFC I T systens and the type of

i nformati on processed by the system

3.6.2 Viruses and Hostil e Code

3.6.2.1 The R sk Assessnent Teamw || designate an individual to
serve as the MSFC I T security alert coordinator for the direct
tinmely dissem nation of notices to MSFC I T system user personnel
of evol ving computer virus or hostile code attacks and
recommended def enses agai nst these situations.

3.6.2.2 The Risk Assessnment Teamw || coordinate the use of
tools and procedures for computer virus prevention, detection,
and eradication for the MSFC security network infrastructure,
recomrend conpatible tools for use at the IT system|level, and
advi se tool updates and changes as required to neet new
identified threats by viruses and other forns of hostile code.

3.6.3 Proper Use, Privacy Notice, and Mnitoring

3.6.3.1 Users of MSFC I T systens shoul d understand that the
conput er equi pnent, software, and contained information are the
property of the U S. Governnent, or other entity as specified in
the contract or agreenent which originally permtted access to
the I'T system to be used for authorized purposes only.

Unaut hori zed use of, or access to, any Governnent conmputer system
may subj ect the user to disciplinary action and crim nal
prosecuti on.

3.6.3.2 Users will recognize that they have no expectation of
privacy when they use an IT systemin the MSFC address space.
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Al'l user activities on MSFC I T systens nay be nonitored to the
extent provided for by current |aw and NASA policies. This
nmonitoring may include traffic analysis, keystroke nonitoring and
recordi ng, and exam nation of any or all data files on the IT
system

3.6.3.3 IT systemadmnistrators will configure each MSFC I T
system including those operated for NASA by contractors, to

di splay a notification and warni ng banner which is affirmatively
di spl ayed at the tinme of user |og-on or at user authentication
chal l enge to access a system stored information, or application
running on the system Details of the proper wordi ng and current
revision for the banner may be obtained fromthe | TSM

3.6.4 Data Encryption

3.6.4.1 The MSFC Protective Services Departnment will devel op
Regi stration Authority (RA) and Certifying Authority (CA)
procedures and operational facilities for the MSFC i ssuance of
NASA PKI certificates to be used for, but not limted to, data
encryption, digital signature, client authentication, and server
aut henti cati on.

3.6.4.2 The Ofice of the IO w !l provide technical support to
the Protective Services Departnment for the specification,
acquisition, and installation of equipnent required to inplenent
the MSFC PKI, and will serve as the technical liaison with the
CCI TS for design or engineering changes to the PKI

3.6.5 Data Protection

Al'l users and admi nistrators of MSFC IT systens will devel op
procedures and practices to protect the information processed by
the systemin a manner adequate to the sensitivity and val ue of
the information. Whether perforned by the user, the system

adm ni strator, or a system mai ntenance technician facility, the
devel oped procedures will inplement the m nimumrequirenments for
data retention and backup as given in NPG 2810.1, Appendi x A

3.6.6 Cassified Data Handling

3.6.6.1 The DAA will ensure that sufficient neasures are

i npl enented to prevent the unauthorized recovery of encrypted
data, and will authorize recovery and maintain records of

aut hori zed recovery of encrypted data, as appropriate.

3.6.6.2 The MSFC Protective Services Departnment will certify
those I T resources involved in the processing of classified
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information as neeting the m nimumrequirenments of NPG 2810. 1,
and the National Training Standard for Designated Approving
Aut hority, National Tel ecommunications and Information System
Security Instruction (NSTISSI) No. 4012.

3.7 Network Monitoring and I ncident Response

3.7.1 The Ofice of the CAOw Il appoint an Incident Response
Team Lead who will select and direct a teamof individuals to
i npl ement the network nonitoring and intrusion detection

requi renents of the MSFC I T Security Program

3.7.2 The Incident Response Team Lead will serve on the standing
menber shi p of the NACB

3.7.3 The Incident Response Teamw || continuously nonitor data
traffic on the MSFC network infrastructure and will initiate
response activities based on detected network intrusions and

evi dence of unauthorized use of MSFC I T systens.

3.7.4 The Incident Response Teamw ||l install network traffic
filters and bl ocks agai nst those network addresses found to be
the source of intrusions or unauthorized use of MSFC I T systens,
or agai nst discovered el ectroni c nessages bearing hostile code,
or conputer viruses with a potential for being received at the
VBFC.

3.7.5 Each enployee will report to the cognizant |IT system

adm ni strator, organi zational CSO or |ine nanager any suspicious
behavi or or indications of intrusions or unauthorized use of MSFC
| T resources as detected at the IT systemor application |evel.

3.7.6 Upon detection or notification of a security incident at
the IT systemlevel, IT systemadmnnistrators will take inmedi ate
actions necessary to preserve all avail abl e evidence of the
incident and to stabilize the systemto |imt further system or

i nformation inpact.

3.7.7 Systemadmnistrators will imediately report to the

I nci dent Response Teamthe detection of all IT security

i ntrusions, unauthorized activity, or other security threats or
incidents against the admnistrator's IT systenm(s). The system
adm nistrator will also copy this information to the IT system
I i ne manager and organi zati onal CSO

3.7.8 Systemadm nistrators will support post-incident
i nvestigations and evidence collection processes by the Incident
Response Team and will performthe |ead functional role in
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remedi ation of the IT system The Iine nanager will| support
post-incident security audit activities by the R sk Assessnent
Team including review and revisions to the system security plan,
and will inplement controls to ensure a reduced potential for
recurrence of the incident.

3.7.9 Upon detection or notification of a network infrastructure
intrusion or other security incident, the Incident Response Team
will inmediately capture and retain available data traffic
passi ng across MSFC networks as evidence of the incident,

i ncluding the source and destination system network addresses and
identifiers, time and date, and type of intrusion and destination
response. Follow on response activities will be performed by the
team according to the type and severity of the detected incident
and different established incident categories.

3.7.9.1 Systemand Information Conpron se Response

Upon detection or report of a systemor information conprom se of
an I T system the Incident Response Teamw || inmediately capture
avai l abl e incident information, including but not limted to, the
time and date, relevant source and destination system network
addresses and identifiers, and type of intrusion and destination
response as evi dence of the incident.

The I nci dent Response Teamw || imredi ately begin preparation of
a prelimnary report of the conprom se incident, and will begin
attenpts to contact the owner organization of the IT systemthat
is the subject of the incident.

Fol  ow ng positive notification of the incident to, and
coordination with, the affected IT system adm nistrator or

del egated contact individual, or at |east three attenpted
contacts with the designated individual over a 1-hour period, the
conprom sed systemwi ||l be isolated fromthe MSFC data network
infrastructure by the Network Engi neering Team under at the
direction of the Ofice of the CO

Backup copi es of the operating systemand data files will be
recorded by the Incident Response Team either over the network
prior to the IT systemisolation, or at the systemitself if
already isolated, and control of the isolated IT systemw || be
returned to the owner organizati on.

In sonme instances of an extensive conprom se or other indications
of a severe intrusion, the team at its discretion, my retain
control and physical possession of the affected systemfor
further post-conpronm se anal ysis.
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A prelimnary report of the incident will be devel oped by the

| nci dent Response Teamw thin 4 hours of the incident detection
and forwarded to the MSFC | TSM the NASIRC, and to the NASA
Ofice of Inspector CGeneral (OGQG. Wthin 72 hours follow ng the
incident, a conplete report and imedi ate investigation results
will be forwarded to the MSFC I TSM the NASIRC, and the A G

The I ncident Response Teamw ||l informthe R sk Assessnment Team
of the systemor information conprom se.

The administrator for the conpromsed IT systemw || informthe
appropriate |ine manager and organi zati onal CSO of the incident.

The IT Security R sk Managenent Teamw || contact the |ine
manager of the conprom sed systemto schedul e assi stance for a
security audit and security plan review. The IT system

adm nistrator will rebuild and update the operating system
application, and data files software as required, and will submt
the affected systemto a security audit by the R sk Assessnent
Team

The line manager will update the IT system security plan
according to the results of the security audit by the Risk
Assessnment Team

The I'T systemw || be reconnected to the MSFC data network
infrastructure by the Network Engi neering Team upon review and
approval by the NACB of the updated security plan.

3.7.9.2 Unauthorized Access

An incident of unauthorized access to an IT systemw || be
addressed as a system conprom se, with the procedures foll owed as
given in paragraph 3.7.9.1, “Systemand |Information Conprom se
Response,” until such tine as the absence of information or
system conprom se indicators can be established by the Incident
Response Team i nvesti gati on.

Evi dence of an unauthorized access, including, but not limted

to, the tinme and date, source and destination system network
addresses and identifiers, and type of intrusion and destination
systemresponse, will be captured and retained by the Incident
Response Team The teamw || coordinate response actions with
the system adm nistrator and will notify the R sk Managenent Team
of the incident.
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The system adm nistrator will preserve for investigation incident
evidence related to an incident of unauthorized access detected
at the systemor application level,, and will notify the
appropriate |ine manager and CSO of any incident of unauthorized
access into adm ni stered systens.

The Ri sk Assessnent Teamw || schedule with the cognizant |ine
manager a security audit of the affected system

The Ri sk Assessnent Teamw || assist the |ine manager and system
adm nistrator in vulnerability testing of the systemto address
the system security weakness(es) that may have contributed to the
i ntrusion.

The line manager will review the systemsecurity plan for

requi red updates according to the results of the security audit
and will present the updated plan to the NACB for review and

di sposition.

3.7.9.3 Denial of Service

A denial of service attack, in which a systemfunction is
inmpaired due to its being inundated with activity originating
fromone or nore sources, will be reported upon detection by the
system adm ni strator to the Incident Response Team

The I ncident Response Teamw || assist the system adm nistrator
in capturing evidence of the incident and will reconmend
avai | abl e def enses agai nst further attack.

The system administrator will performrequired operating system
application, and/or data file rebuilds and updates as needed to
restore the systemto its intended function and capability.

The system adm nistrator will preserve any incident-rel ated
evidence in the systemand will notify the appropriate line
manager and CSO of the denial of service attack

The I ncident Response Teamw |l notify the | TSM of detected
deni al of service attacks against MSFC I T systens.

3.7.9.4 Hostile Probes and Scans

Upon detection of a hostile probe or scan of MSFC I T systens by
an unaut hori zed party, the Incident Response Teamw || capture
rel evant network traffic and source information, format this into
t he standard MSFC scan/ probe report format, and transmt a query
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to the source address requesting explanatory reasons for the scan
or probe.

System admi ni strators will, upon detection of hostile probes or
scans of their systens, capture and retain evidence of the
intrusion, and wll provide this information imrediately to the
I nci dent Response Teamwi th copies to the IT system|line nmanager
and organi zational CSO If the CSOis not available to forward
this information, the systemadm nistrator will contact the

I nci dent Response Teamdirectly with the report and will copy
this to the CSO In all cases, the systemadm nistrator wll

al so informthe cogni zant |ine manager of the incident.

The I nci dent Response Teamw || copy the report of the system
scan/ probe to the MSFC I TSM and to the NASIRC. Follow up action
wi |l be dependent upon the response received (if any) fromthe
hosti | e- probe source address.

3.7.10 The Ri sk Assessnent Teamw || assist |IT system owner and
user organizations in post-incident systemrenediation, including
t he conduct of a security audit, to include: (1) a risk
assessnment and vulnerability scan; and (2) assistance for

devel opment of a security plan if not already in place, or a
review and appropriate update for the existing plan.

3.7.11 The CSOw Il provide a nmonthly sumrary to the I TSM of all
security incidents in the organization.

3.7.12 The ITSMw Il provide IT security incidents information
and response status to the MSFC CIO and will coordinate incident
response reporting to MSFC, NASA, and Federal organizations.

3.7.13 The ITSMw Il provide inputs to queries by the nedia
concerning any I T security incident or event to the MSFC Medi a
Rel ations Departnment and will refer any directly received nedia
queries to the MSFC Media Rel ations Departnment for a coordinated
MSFC r esponse.

3.8 Investigations

3.8.1 The Incident Response Teamw || assist in, and provide
information to support, investigations by the NASA O G and ot her
| aw enf orcenent organi zations of m suse of MSFC I T systens.

3.8.2 The ITSM at the direction of the MSFC Protective Services
Departnment, will assist the NASA O G and ot her | aw enforcenent
organi zations in their investigations of allegations of m suse of
MSFC | T systens.
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3.8.3 The ITSMw Il request technical expertise from other NMSFC
organi zations for assistance to investigations by the NASA O G or
ot her | aw enforcenent organi zations.

3.8.4 The MSFC Protective Services Departnment will direct in the
recovery or decryption of encrypted data for approved
investigations into allegations of msuse of MSFC I T systens, or
wi th any recovery of encrypted data, as approved and directed by
the MSFC Cl O

4. RECORDS

4.1 Each revision of the MSFC IT Security Plan will be retained
by the ITSMfor a minimumof three (3) years fromthe planned
effectivity date.

4.2 Individual IT systemsecurity plans will be retained in
original formwth all authorizing signatures by the certifying
line manager for a mnimumof six (6) years fromthe planned
effectivity date.
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